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WELCOME TQUEBNEBOUSTOMERARE

Thank you for using QueWedtustomerCare, created by Queplix. The QueWalstomerCare
Open Source (OSHlition systemis designed to help your organization efficiently manage
relationships withcustomers andorganize and maintain information which is crucial to all
CustomerCare aspects of your business. QueWeb software is a powerful bleddesf of
breeck functionality and abilityto accommodate 100% afpecificbusiness requirements, thus
creating a unique and effective solution to address all youstomerCare needs.

QueWeb provides integrated management of corporate informatiguch as:Customer
Accounts andProduds managementcapturing Interactions andreation ofTickets, Customer
Portal and KnowledgeBase. QueWelenables various communication channels such as email,
phone, CTI, anthe Web.QueWeb will streamline existing workflows within ydlmstomerCare
organization, as well as allow creation of nemd enhancegbrocesses.

1 The QueWeb system offersseveral reporting and analytical tools: buiibh Ad-Hoc
reporting module Rolebased dashboards and data export to Microsofffice©
programs

1 QueWeb offers seamless integration with ahyrd party software and can connect to
any corporate databaseQueWeb can work witlkata from other systems natively, so
that Uses will havea 360-degree view othe customerwithout the need to switch to
other systems

1 QueWeb offers the most robust security, scalability and {aighilability in theCustomer
products, by utilizing the most advanced technical architecture.

Most importantly, QueWeb caeffectively adapt toa set of requirements of angomplexity,
depending on the need®of your Customer Care organizatian QueWeb can help your
organizationstand out from the competition by providing excellen€CustomerExperienceand
enableCustomelloyalty.

ABOUT THISUIDE

This Guidalescribes in detaihdministrativeoperation proceduresn QueWebCustomerCare
3.0. It is designed foQueWebSystem Administratawho possess a thorough knowledge of the
business processes in tlgustomer Care Centeas well as sufficient understanding of basic
system pre@esses.

This Manual will guide you through the process of setting up QueWeb environment and
enabling the system operation for thdses. It introduces step by step instructions on how to
set up the system as well as how to customize and automate tasks.
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Realers are not required to have any programming or software development knowledge, but
should be generally familiar with the use of a personal computer and Internet browser software,
such as Microsoft Internet Explo®@ror Fire Fox©

WHO SHOULDREAD THISSUIDE?
¢CKA& YIlydzZ t Qad | dzRASyOSY

1 QueWeb System Administrators (SA)

GETTINGSTARTED

This Guide assumes that the resources you need to access the system are available and that you
are familiar with how to use them.

TECHNICAREQUIREMENTS
Before you begin usindh¢ system, ensure that you have the required software installed and
configured on your system. You will require the following:

1 A web browseinstalledon your computer.

QueWebCustomerCare3.0 has been tested with and supporigozilla Firefox 2.0 and
Microsoft Internet Explorer versio.0 and higher with any combination of thie
Service Packs released by Microsoft

9 Network access to QueWebCustomerCareserver.

Your system or network administrator can provide you with an Internet address
(URL) fronwhich the system can be accessed.

QueWeb is designed for a minimum 1024xf®8| screen display resolutioRlease also
download and review the Minimum Hardware requirements documieain the Queplix web
site Download sectiothttp://www.queplix.com/download.

Queplix Corp. WWho Should Read thGuide?-
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APPLICATIOGVERVIEW
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Most likely your system is also a custom implementation, therefore it is expected that the
System Administrator will possess the knowledge about the business gexcdsat are fulfilled

by the QueWeb system. This document will describe standard Administration tasks performed in
the QueWeb system.

Basic OuDf-TheBox (OOB) QueWeb system allows agents to log tickets related to the specific
problem or question. Custoer could be defined as internal to the company (i.e. employee,
other departments or groups otJses) or external (i.e. vendors, consultants, customers)
depending on your specific business needs.

The task of the QueWeb System Administrator is to maintatngystem processes, rules and
data to enable and enforce the workfl@within the application.

Administrators usually work in the Administration Focus of the system; however they typically
have unrestricted access to all parts of the system. Othss usually do not have access to the
Administration Focus.

Depending on your taskgou mayneed to setup and maintairthe following business entities in
QueWeb

1 Employee Recordand theirLogins

1 CustomerRecords

1 Workgroups

I Field Audits

1 SystemSettings

1 Emal Queue accounts andouting rules for the incoming email

9 Access permissiorfRoles and Assignments)

1 Notifications(Email Messagesent by the Systemwhen a record changes its stajus

9 Escalations (Email édsagesent but the Systenf a certainrecord remans atthe same
status for a set length of tin)e

Queplix Corp. [Getting Started-
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APPLICATIONDGIN

Before you can start working in the system you need to Iqgopply the credentials to identify
yourself to the system. This is done with two purposes: one is the security; second purpose is to
identify you to the system. There are many actions in theteyn that will becustomizedand
directed specifically toyou. The login screen requiresupplyingthe login and password;
QueWeb OOBuvill be installed OOBvith a preconfiguredadmin Useraccountwith an empty
password

plix
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FIGURE QUEWEROGIN SCREEN

L3
ACCESSECURITY & vore

Uses in QueWeb system are distinguishedthgir Roles Each ~ Preconfigured  admin
User account will be

Usermust be assigned at least one Roléis assignment might o eaieq  during  the
be indirect and be based on one or several WorkgroUgsr installation and will be
belongs to.Depending oryour Rolewithin your organization or included as member of

Business Processithin this systemyou will gain access to certain SYStem  Administrators
workgroup with System

areas of the system Administrators  security

" ) role. That will make the
In addition, anyUser may have severdaRoles In this case, the administration functions

system will combine the permissions and create an effective sewailable
of permisgons for your session. For more dfser Roles and
permissions plase see Access Security chapter below.
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APPLICATIONSERNTERFACE

Upon a successful authentication you will see the nsgistem screen. If this is your first login,

by default you will be jaced

in My QueWeb section of the application. From here you can

navigate to any other areas of the system, available to you through your Role assignment, start
a workflow execution or perform otheCustomerCareor Managementasks.

FIGURR APP

FEREEL

QueWebCustomerCareOpen

=A =4 =4 =4 =4

T

QueWeb Customer Care is designed for various sizes

Enterprises as well as many industries. As such, it relies on the

common set of business objects, represented in Application
Object Hierarchy. In order to better understand the hierarchy of
objects used in QueWeb, @ee study the following diagram to
the left.

[ SG§Qa 02y aARSNI (KS {sppkamoigid Ol Y
fact a collection ofvarious Focuses. Each Focus represents a
complete set of business processes corresponding to a unique
business Role. In otherords, any Usercanfully complete his or

her most common tasks within a specific FocAgcessto
Focuses is assignég the SystemAdministrator based on Roles.

LICATION OBJECTHRARCHY

Sourcedition contains the following focuses:

My QueWeb
Administration
Management
eService
Solutions

Log

My QueWeb is a special Focus which is used to combindsairelevant information and is a

good starting point for your

available to your Role and displays all possible activities you can perform within all Focuses you
have access to. My QueWeb also provides access to your personal account options as well as My

Queue.

daily tasks. It proggd quick navigation ability to specific tasks

A Focus aacontain SubFocuses, which in turn consist of multiple Tabs, Forms and field objects,

controls and data elements.

Queplix Corp. [Getting Started-
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QUBWEBGRAPHICAUSERNTERFACEG UI)
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FIGURB QUEWEB GUI FRAMES

QueWebUserlnterface consists dbur main frames:

1. Main Toolbar
2. Search Grid
3. Tools Frame
4. FormsFrame

You can resize frames by moving the splittbesween them.[ S Q&
individually.

MAINTOOLBAR

Main toolbar consists of Focuses and SubFocuses navigational Menu, asneels buttons.
Depending on your Role; availability of modules in your QueWeluotber ofcustomizations
you might see different Focuses and SubFocuses Blenu
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Out of the box QueWeb Main toolbar:

PRI My Accont My Queus Heb Aot AdHocReport  Logout
Adminstration  Management  eService | Knowledge Dase

St
R ? G ] A 3 (_)u‘ Weh

FIGURE MAIN TOOLBAR

[ $(Qa ohtelef sidey

Repeat Last Save Last Compose Save User
Focus Mnu Search Search Email Settings

WQ[ Administrat. \\H M agement ”1 Service 1“ Pwledge Base |] Log ]

Bl kbl - y/ /
Y ¥ | N ’
2 ofl NH ; 5 /
srocss 0 | @ B B AU (35 Q
Menu ' :
) =4 i 1 ( . Status
f f | | \ Indicator
Your Browse Clear All Print Ad-Hoc
Logo Controls Forms Tab Data Report | FIGURE MAIN TOOLBAR ZOOM IN

Systemmemarizesall objectsyou navigatgo; 0 @ Of AO1T Ay 3 2y . NBgaS /2y (NP
buttons you can retrace your stefimck and forwardvithin the workflow. This is sometimes

1Yy26y & yIFE@A3arGAy3d (Ce& AlbatdiSusdd to@didkty teget all NI A ¢ ®
information entered in all objects in the application. Clicking on the Basirchbutton you can

recreate the last search performed by you, along with all search criteria. Furthermore, you can

click the Arrow icon next to this button and have your last search saved or recall previously

saved search. This is useful when you perform a repetitive search and using this function you

can create aearch templataedesignated bya hame you can remembePrint Tabwill print the

contents of theForm Compose Emaibutton will open a window in which you cameate and

ASYR SYIAf&a o0e2dz R2y Qi ySSR (2 O2yFTAIdzNBE & 2dzNJ S
use email capabilities in QueWeb)d Hoc Report button will swich the systemto the

reporting mode allowing you to createand saveAdHoc reportsand execute themSave

Settingswill memorizeall personal configuration changes in your current sesaiuh will load

them next time you login(position and sizes of the notepad windows, number of records

displayed in each Grid, et@ystem Statusndicatorwill change toreflect current state of the

system:
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Ready (System idle) Q

Reading Data from Server @

Busy (No User Operations

Possible) Q

NowSdiQa T22Y Ay 2y (KS NARIKG airARSY
Go To My Go To My Display About the System Ad Hoc
Account Queue Help Report

My ~ocount My Jueue Heyy  About” Ad-Hoc Report  Logout

L

Logout and

Q u EWE‘b End Session

DPEN SOURCE

FIGURBMAIN TOOLBAR ZOOM IN

SEARCHGRID

Search Grid is used to display the results from searches performed in the Forms area. Every
Formin QueWelis represented by its own Search grid, which is a collection of columns:

| Contimver | intrrnat Customer IWLSY
lr'lm--. BerotsPige x | Lsades b mSsRosE

Tatet 11 et Dt Tkt Type et Aot Mepeaten tmpwrmenret Tested Virwmmere et

FIGURE SEARCH GRID

Any searctwithin the givenFormwill always bring the results into the dedicated Search Grid.
Because &abcan contain several Forms, there are as many Grids on the screen as there are
Forms. You can switch between Grids by clicking on their latedsGrid will become active and
visible automatically when the search is performed from its associateh

By positioning the mouse over the columns divider you can resize them, as well as-double
clicking the dividers will autoesize the column to the left based on the width of thelest cell.
It is possible to sort the data displayed in the Grid by clicking on the column header. First click

Queplix Corp. QueWeb Graphical User Interface (G-




will resize the data in the ascending order; second click in descending and third clickseiit un
the column.

You can control how many recorgleu can view inside the Grid for eaEbrmat a time If you

would like to find out the total numbenf records in the Table on which tlrmis based; click

the Counter check boxQueWeb Grids alsoequipped with the Recordser Page control, which
allows browsing the search results page by page or jumping to first or last pages. This is useful
when the search results contain a large number of rows.

SFARCHSRIDTOOLBAR

) Active Grid
Swnch b/w Print Export to
el Search Grid Word
Export to
| Customer || Internal Customer |w Excel
Counter ] Counter Records/Pagr {20 | Loaded: 0 A1] f‘» @E@ T
Checkbox Ticket ID St fis priority  /  Ti ‘etType
Sorting
Indicator
Number of Pages of Customize

Rows/Page m Data m Grid | —

You can select rows in the Grid in order to perform certain functions on them by usifgjriRe
and SHIFT keys combinations with mouse or use a Record Select Control on the right of the Grid
Toolbar to select all records or invert your current selection.

ToOLSFRAME
Tools Frame consists of three tools:
1 NavigationTree

1 Shortcuts
1 Last Viewed Objects

You can switch between tools by clicking on the

appropriate labels.Navigation Treetool displays the hierarchical list of all objects you have
access to within the system. It is similar to My QueWeb navigational frame, but it is always
available in anyseen. The Navigational tree will refresh when you navigate the system using
any method: navigational tree, tabs on top or My QueWshortcutstool displays additional
menu items for the currently selecteBorm Typical shortcuts could be: Delete, LoSakrch
(perform a search without any external constraints), or for example inTio&et Form My
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Queue, Open Tickets, ettast Viewedpane will keep track of all objectgou select in the
Search Grid.

FORMIRAME

EachTabmay consistof one or moreForms. EachForm represents one business Entity, for
example: Ticket Form DefectForm and ProductForm Tals sometimes can have the same
names agrorns they containFormrepresents a table in QueWeb database. ERolmhas a
name, displayed as labelforrQa dzLJLISNJ £ STFG 02 Ny SN

FormExample:

Minimize Menu

Mode Form Label Control Control

Indicator

i W ‘1".—27-'—_'_\‘

Interaction ID Agent > Tickets
Customar # Int Customer F )
Communication Type w|  Action Taken vl EEIETS
Subjact [ mew |

Description | Motes ||

Hetory [

e | Int Comments ]

Receted On X Modfied On 1 phone Tme CrED

Modfied By ]

FIGURB INTERACTION FORM

The business process and tBequence of object$or which the information is stored and

retrieved define thelayout of a Taband Forns within it. Usualworkflow in QueWeb assumes
filling of the information fromtop to bottom; by positioning someForns above the others,

QueWeb system designers insure the correct amditive flow of informationwithin eachTah

EachForm has a title bar, whichantains its &bel, Mode Indicator androrm controls. Form
Mode Indicator represents one of tieormQa OdzNNBy i 2LISNF GAy 3 Y2RSay

Search (Cleal™
Display (Filled®"
New (Createa new Record) [

= =2 =4 A

Change (Changing existing Reco @'

FormQa O2 y { U&Rrio tninimifelt & displayFormQa | RRAGA2Y I f aSydz 6{ K2 NJ
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STANDARMDPERATIONS FORMS

There are four Basic operations whigentscan perform in Forms:

Search
ClearForm
New Record
1 Change Save

= =4 =

Each operation is represented by the corresponding Button. Note, that depending on the state
of the form (see above) some standard buttons will behave differently (active/disabled).

Additionally, depending on your permissiongou can use Delete command. Deleting records
can be accomplished by first performing a Search operation in the Form, highlighting the record
or multiple records in the Grid angressingDELETE on your keyboard or selecting Delete
command in the Shortcusanel.

'%’WORKING WITHEMPLOYEES

EmployeeSuliFocuson the Administration focus designed foBystem Administrat@to create
new EmployeeUsess, edit various Employe&ser information and settingsand organize
Employees into the Workgroups

Every Employee record you create/modify on this SubFocus is also QueWeb applitsdion
meaning provided appropriate permissions are set up every Employee can access the system.

The Employee SubFocus consists of 2 tabs: Employee and Workgroup.

OREATINEWORMODIFYEXISTINGEMPLOYEEISER

The Employee tab lets you enter and maintain employee records. You need to create an
employee record for every employee in your organization so they can be assigned to
workgroups and properly associated with such recosigmgeractions, tickets and solutions.

Queplix Corp. [Working with Employee-
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To create a new Employddseryou needto clickNew button on the Employee form and fill in
all relevant information:

1 UserlDfield is the login namé&Jserwill use to access the application
1 Employee IHield is Employee identifier used in the Customer Care Center.
OTE
can configure Organization

records on the Management focus
Customer SubFocus> Organization

1 Organizationreference field can be used to link g
specific Employee record to Orgaaiion N
information. oy

1 Notes field can be used to store any information b
o2dzi 9YLX 28SS GKIG R2 ?a'ymi KI S O2NNBaLRyR
field on the form

o

NOTE
Use Employee Password form to change password for an
ploy ge p I\Yewly created Employee User w

existing EmployedJser For that you will need to find have a blank password. So it is advis
Employee record you need using either full nameJserid {5 reset User password right afte
and then update the recordy typing thesame password User is created.

twice in the New Passwordind Confirm Passwordields.

In the Employee Settingsorm you can specityserspecific locale settingse.:

Queplix Corp. [Working with Employee.




1 Date and time pattern&Jserwill see/use throughout the whole application

Language

 UseQa f 2ifd zonksp fhiat system codldisplay all date and time information
in the correct time zone

=

The following table describéle date patterns can be set up fatseraccount

d MMM yy 4 Jan 96 M/dlyyyy 1/4/1996
24 Jan 96 12/24/1996
d MMM yyyy 4 Janl 996 MM/dd/yy 01/04/96
24 Jan 1996 12/24/96
dd MMM yy 04 Jan 96 MM/ddlyyyy 01/04/1996
24 Jan 96 12/24/1996
dd MMM yyyy 04 Jan 1996 MMddyy 010496
24 Jan 1996 122496
dd/ MM/yy 01/04/96 MMddyyyy 01041996
21/24/96 12241996
ddMMMyy 04Jar96 MMM d, yyyy Jan 1, 1996
24Jan96 Jan 24, 1996
ddMMMyyyy 04Jan1996 MMMM d yy Januaryl 96
24Jan1996 January 24 96
dMMMyy 4Jan96 MMMM d yyyy Januaryt 1996
24Jan96 January 24 1996
M/dlyy 1/4/96 MMMM dd yy January04 96
12/24/96 January 24 96

MMMM dd yyyy

January04 1996
January 24 1996

Finally using Employee Address form you can define address information for Employees. You
can link as many address records for any Employeeaded

ORGANIZEEMPLOYEES INTO WIBRKGROUPS

You can recreate your Customer Care Centeammgtional structure on the Workgroup tab of

the EmployeesubFocus
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Here you can link Employee records to any WorkgroAp Employee can be a member of
several Workgroupst the same time Besidesreflecting corporateorganizatioml structure
Workgroupscanalso used to define application security, participate in routing and notification
rules and can be assigned to application objects like Tickets to indicate the responsible
Workgroup.

In order tocreate a new Workgroupou need tocreate a new record in the Workgroup foroy
defining its Name and optionally aDescription Use Notify Method field to indicate the
preferred transport for delivering application notificatiar@hoices are;

1 Alert ¢ the notifications will be sent as QueWeb Application web message. Individual
Usess will find them in the My Queue screen. Only one notification will be sent to the
Workgroup, all members of Workgroup will see the sanfermationon the

1 Emailg the notificationwill be sent as Internet-Elail messages tthe address specified
in the Notify Address field on the Workgroup.

1 Ownersg notifications will be sent separately to individual members of the Workgroup.
The transport will be determined by theolfy Method field value of the corresponding
Workgroup Member record.

To link Employee and Workgroup records you need=

to use Workgroup Member form. To do this you HINT

need to select relevant Employee andowkgroup ~!f list of Employees or Workgroups is too big
records in the corresponding reference fieldsse find the target record with the reference contrc

Tierfield to indicate th i t Empl i th then you can search on the corresponding forr
ierfield to indicate the position of EmpIoyee INTNE ¢ 1he SubFocus. Once recdsdselected into the

Workgroup (e.g. All managers can be included int§orm the corresponding fields on the Workgrot
the Workgroup as tier 1 and all other agents as tienMember form will be auto populated witt
0). Notify Method specifies how noti€ations will ~ selected values.

be delivered to Employee once notification is sent

to corresponding Workgroup which is configured

with Ownersvalue in theNotify Method field.
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& APPLICATIOSECURITY

SECURITARCHITECTURIEFINITION

The following terms form a security modelQueWeb 3.0

1.

Permissiong, definev dz§2 S6 2 6 2 S O liaaddthdr @idI&gasa NA I K G &

There are two types oPermissions Object AccessRight permissiongand
Applicationoecific functional permissions.

ObjectAccess Right permissiooan beapplied tothe following QueWeb objects

)l
1
)l
1

Focuses

SubFocuses

Tabs

Forms

The following objectsanbe granted Permissions:

T

Security Role; specifies the business domain of thises. Examples are: Call
Takers, Email Handlers, Email Administrators, QueWeb System isitators.
Basically Security Role igefined asa setor collectionof Permissionsvhich
combines AccessRghts and GUI elemeston a set that can be assigned to
Workgroups or individuals

Security Roles can be further assigned to:

0 Useraccountsc individualUsed Q | OO2dzyia GKIFEG OFy | OO€
employee and customddsess should have a QueWeb account in order
to access the system.

0 Workgroups; used for grouping individudJsess.
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The following diagram shows relationships Wween all objects in thev dzS 2 Sseudty

architecture:
D)
a2 sl ol
P l JL
E
R Workgroup Workgroup
M
|
S
S
|
O <
N
S
User Account
A 4

C

Permissiongare assigned to Role®oles can be assigned Workgroups(recommended)or to
individual User accounts (in rare cases) Individual User accounts can be organized into
Workgroups.

If aUserbelongs to several Workgroups or has several Radegyned to hiter individualUser

account the system will combine the effective permissions from all Roles, Workgroups and

individual account permssons intoa singlesetof Permission® Ly (KA &d¢é aB8aft K8 § B¢
prevalence2 @S NJ aTRIS gffective set of permissions will be used ONLY for the current

session; at each login the set of permissions will be created for the duration of eaitnsdis

Usea LIS NI A & athagyyledel (Rde WA @ Account) tserwill haveto logout and

log back in to allow the system to generate a new setabifve Permissions.

In order to determindJse dightaduring the login procesthe QueWeb $stem creates a set of
active permissions for the session. In order to create thistdast combines alPermissions for
eachObjectlevel (Roles anWorkgrouplevek) that are linked taanindividual account and after
that will narrow downPermissions from Roles level the Account level so thaPermissions on
the level closer to Account will override those above.

In order b makecomplexsecurity architectureeasilymanageable in QueWehere is no option

to explicitlydeny permissions fathe objects. If thePermission is not defined for security object
(Role, WG or Account)a default state ¢ it means that the corresponding permission is denied.
So if for example an individualUser must be denied access to Eorm while otherUsess in
his’her Workgroupmust have access in order to accomplishthis you mustremove theUser
from acurrent Workgroup createa new Role anéxplicitlyassigrthe Userto this Role

The best practice procedureis to create securityAccess Rightim terms of Rolesnd defining
them on a petUseractivity basis. E.g. Call Takers Role, Email Handlers, Email Administrators.

Queplix Corp. [Application Securit.




The goal forSecurity Administrator should becreatingRoles fora specific set oUseractivities
andavoiding overlaps betweesuch activitiesas much as possible

Several Roles can be assigned to workgroupgdividual accounts andhis will allow even
more flexible management adccess to different modules of the applicatidBuchapproach
allows building solid and comprehéms access control list wherblses are assigned to
Permissions through Roles and such Roles are created based on business needs andggpical
responsibilities.

All availablePermissions can be dividedtintwo categories:

1. Access Rightg define accesgpermissions for QueWeb Ul objects: Focuses,- Sub
focuses, Tabs and Forms.

2. Functional Permissionsdefine what actions in the applicatiddsess are allowed to
do. E.g. assign cases, become owners of the cases, approve change requests, etc.

ACCESRGHTSERVISSIONS

Access Rights can be applied to Focusesf@uses, Tabs and Forms.

If case when the higher level objectisingassigned to the entity (Role, WG Bnployee) alits
underlyingobjects (SubFocuses, Tabs &utms)will be automaticaly addedby the system with

the same AcessRghtsas theFocusFor exampleif an Administration Focus is assigned to the
Administrator Roldn Reaeh yf & OF LI OAdeéx (GKSy |ff ! RYAYy C2O0dza
will be assigned automatically with the Re@dly Rights alsoHowever,explicitly creating a set

of Access Rights faf the underlying objects will overwrite the highebject permissionsfor

the underlying ObjectFor example, Admin Focus Full Conkotess Righis given tothe User
Role System Admifier 2. At this pointall Usess in this Rolavill have Full Control rightsto ALL
objects in Admin focuslhen the Access ight is added for the History Tab with access of READ
ONLY. In this case, the Admin Tiddses will have only READ accesshe History Tablf such
rights contradict each other due to a mistakenade in the Rights assignment or through
conflicting assignments from sevef@les ¢ the higher accesRght will prevail, meaning that
READ ONLY will prevail over NONiBher Access Right means the less restricted Right.

The followingAccessRghts for QueWeb Ul objects aawailableout of the box:

1 Not Specified, if permission for some underlying form is not specifiedrtliee form will
not be visiblgno access igranted.

1 Readc underlying form is visible for theserand Usercan search/view records via this
form (Using Search and Clear buttons but not the NEW and Update). NOTE: This does
not propagate to the nosstandard buttons that you might create. Pleasensuolt with
the QueWeb Development Guide to make sure your custom buttons are in synch with
User Rights and are included in the Security procedure; meaning that the custom
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buttons are disabled or enabled corresponding with theeQa STFFSOGA GBS aSid 2
Rights.

1 Write ¢ underlying form is visible analUsercan create new or modify existing records
via this form; delete is not permitted

1 Ownerg underlying form is visible andsercan create new or modify existing records.
Usercan delete only records cated by hindher.

9 Full Controt underlying form is visible andsercan do any operations with the records
via the form including deleteoperation NOTE: In some cases the system will prevent
Usess from deleting certain records, for example if the record being deleted has a linked
child records.

An effective list of access rights is dynamic and managed b$ykteem AdministratorThe list
can be changed at any time either by changing effediigits Assignments or creating new
objects and setting thelPermissions.

FUNCTIONAPERMISSIONS

This category of permissions describes whaeéss are allowed to do in the application. This is a

predefined set of permissions and specific business logic shiecksuch permissions before

performing functional Ol A2y &a® !y SEI YLX SPebiisgiondngUsaswihO| S wSa:
this Rermission cabecomeOwners of the Ticket.

Since custom business logic wilually utilize such permissions, out of the bayplication
R2Say Qi KI @ ermigsdrdefiay. O A 2 y I §

MANAGINGECURITY

You can managg&ecurity Assignments using th&ecuritySubFocusf the AdministrationFocus.
It consists of two tabs: Accounts and Permissions.

On the Accounts tab you can liBlecurity Roles to individual Employees or Workgroups.
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WL permissions |
I@m

Ful Nare Csearch | clear |
User Id E-Mail

‘@ ar Role e
R o seorsh | ciear |
l@ NMorkaro e
Description

‘@ Morkaro 2 ole v e
s HRol » D T

You can utilizeither aUseror WorkgroupForms to search fothe individualUseror workgroup

you want to assign Security Role @reate anew record in theJserRoles or Workgroup Roles

and thenlink this Role toa Useror Workgroupto create an Assignmentt is recommended to

use the Workgroup Roles and assign Employees into Workgroups; this will allow for better
visibility and improve manageability 88curity Assignments. Use Employee to RAgsignments

only if there is only a single Employee who needs to be granted a certain Rolesar
Workgroup Assignments appears not feasible.

Use Permissions tab to create new andnageexisting Security Roles

Permissions

_[#_Security Roles

Lo
o | Defaut Focus N corch | ciear |
Role Mame
.gm Change
Description
.@ i B Rig | S 4
Object Type Wl Accesslevel | IR seorch | ciear
Ohiject Mame #a Raole i i) m
Change

Another attribute of Security Role obg is the Default Focus Use thisdrop down field to
specify the focus name to be displayetien Userlogs in If Default Focuds not specified then
My QueWeb screen will bdisplayed to theUser by default when he or she logs into the
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application If a Userhas several Security Roles assigned tand several defaulFocuses, then
Default Focusttribute of the Security Role with the smalldstywill take prevalence.

In order todefine Security Role arabksignAccess Rights to iyjou willneed touse Acess Rights
Form. While creating a new recoydelect theObject Typeyou wantto assignAccessRghts to.
Having a value in th®bject Typefield will constraint the list of possible values in t@dject
Name field. Select the appropriate value in th@bject Name reference field.Proceed to
selectingthe desiredAccess Levelalue from the dropdown. And make sure thablereference
field points to Security Role object you defiher selected in the previous step

I% EvAIL QUEUBADMINISTRATION

In the Email Queus&subFocusf the Administration focus you can manage various properties of
the QueWeb EMail subsystem. Here yotan configure email accounts on the external mail
servers, specify antipam filters and enail routing rules.

ADMINISTERINEVAILSERVERACCOUNTS

On the Account tab you can create and modiyail server accounts.

Rl | Filters || Routing Rusles

L L Accoun . 2
Key Arcount Narne [ Seorch | Clear |
Protocol v ! Server ‘_‘;'
Port Foider Mates )
Logn Name Fasswoi
Max. Emal Sa Max, Emal Box Ss
Erna Box Hame vy O [ Clhexk Account |
Dite Received ) Actve @
Net heck Date l'i Yoop Incomming Emad a5 Urread L
Dedsy Voap Cutgong Emad s Urreas [
Hoply Emad pekteEnad @
Effoctive Ari Fiters T Effective Routrg fudes T .
Created 8y N Cute Crasted 1|
Defait Routng Owrer F L) Dafaudt Routing Workgroug £

Based orthe predefined schedule (see QTask chapter in Gigde for more detailsQueWeb
will be checking these-mail Accounts and downloadg new email messagesielivered to
these AccountsBased orpreconfiguredRouting Rulesthe e-mail messages will be routed &
specific Workgroup or Employsand new Interactiosand Ticketswill be created

QueWeb supports two types @ mail servers: POP3 and IMAPYbu ca specify the one you
need for a given Accoumm the Protocolfield of the form. Based on selectédotocol you will
also need to specify Port. For POP3 defauis 110, for IMAP4it is 143. Other properties

available are:
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Server¢ DNS name or IP Addres$ the email server. Make sure that the name is
accessible via TCP/IP transport from the QueWeb sei@u. cancheckthe Account
validity after it is created.

Folder ¢ this field is required for IMAP4 accounts. It specities IMAP4 folder name
where new messages will be looked foypically itis defined asnbox

Login Nameand Password; specify the login credentials to connect to the server.

Max Email Size Email size in KB limit. Messages bigger than value inigid will be
ignoredby Email Queue processing

Date Received read only fieldauto refreshed by the system when tlecounQa S Y| A f
is read The system d&eps the timestamp information of the last processed message.
This timestamp isised in the nexAcmount readingcyclein order toavoiddownloading
duplicate emails

Valid ¢ the checkbox becomes enabledhen the Account settings are valid, e.g.tife
Email Queue processan successfullfogin into the server with specified credentials.
Readonly field it is updated when Check Account button is clicked.

Active ¢ use this field to quickly remove or add account to theail processing cycle.
Non active accounts are not monitored.

Next Check Date displays timestamp informatioaf the start of the nexteading cycle
for the Account.

Keep Incoming Email as Unregdapplies tolMAP4 servers only. If checkboxersabled
then all processed-email messages will show asreadon the email server. By default
they willbe displayed asread

Keep Outgoing Emais Unread- works for IMAP4 servers only. ttiis checkbox is
enabledthen all sent email messages wille displayedasunreadon the email server.
By default they wilbe displayed asread

Delayc¢ specifies how often the &ount needs to beolled forthe new email

Delete Emailg enable thischeckbox if you want to remove-reail messages from the
server once they were processddote: if this option is enabled you will not be able to
receive emails imther mail cliens such as Outlook.

Effective JunkFilters ¢ keeps list of Junk Filters that are applied to messages
downloaded from thig-mail Account

Effective Routing Ruleg keeps list of all Routing Rules that are applied to messages
downloaded from thisg-mail Account.
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